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1
SOFTWARE-DEFINED NETWORK OVERLAY

TECHNICAL FIELD

The disclosure relates generally to communication net-
works and, more specifically but not exclusively, to support-
ing tunneling via communication networks.

BACKGROUND

In general, the Internet protocol (IP)—which has inherent
advantages such as high bandwidth efficiency, low cost,
robustness, and scalability—has become the generic protocol
that is typically used for data transport across communication
networks. In many cases, however, IP also has associated
disadvantages, such as location-based routing of IP lacking
compliance with user mobility, best-effort forwarding of IP
failing to support differentiated services with service-specific
charging and quality-of-service (QoS) enforcement, and lack
of support for overlay networks such as Virtual Private Net-
works (VPNs).

While at least some standards bodies (e.g., Third Genera-
tion Partnership Project (3GPP), 3GPP2, Internet Engineer-
ing Task Force (IETF), or the like) have introduced protocols
(e.g., Mobile IP, Generic Transfer Protocol (GTP), IP Secu-
rity (IPsec), and the like) to create overlay networks on top of
the IP forwarding infrastructure, such overlays networks tend
to introduce many types of specialized nodes (e.g., Home
Agents (HAs), Foreign Agents (FAs), Radio Network Con-
trollers (RNCs), NodeBs, Serving General Packet Radio Ser-
vice (GPRS) Support Nodes (SGSNs), Gateway GPRS Sup-
port Nodes (GGSNs), eNodeBs, Serving Gateways (SGWs),
Packet Data Network (PDN) Gateways (PGWs), Mobility
Management Entities (MMEs), security gateways, other
types of gateways, and the like) which define the tunnel
endpoints that form the overlay networks on top of the IP
forwarding infrastructure.

SUMMARY OF EMBODIMENTS

Various deficiencies in the prior art may be addressed by
embodiments for supporting a software-defined network
overlay.

In one embodiment, an apparatus includes a processor and
a memory communicatively connected to the processor. The
processor is configured to determine a data flow definition for
a data flow, where the data flow definition is based on one or
more protocol header fields of one or more protocols and the
one or more protocols include one or more network layer
protocols or one or more transport layer protocols. The pro-
cessor is configured to determine one or more tunneling
actions to be performed for the data flow, where the one or
more tunneling actions include at least one of an encapsula-
tion action or a decapsulation action. The processor is con-
figured to propagate, toward a forwarding element, control
information indicative of the data flow definition and the one
or more tunneling actions. The apparatus may be a control
element or a portion of a control element.

In one embodiment, a method includes using a processor
for determining a data flow definition for a data flow, deter-
mining one or more tunneling actions to be performed for the
data flow, and propagating, toward a forwarding element,
control information indicative of the data flow definition and
the one or more tunneling actions. The data flow definition is
based on one or more protocol header fields of one or more
protocols and the one or more protocols include one or more
network layer protocols or one or more transport layer pro-
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tocols. The one or more tunneling actions include at least one
of'an encapsulation action or a decapsulation action.

In one embodiment, an apparatus includes a processor and
a memory communicatively connected to the processor. The
processor is configured to receive control information from a
control element. The control information includes a data flow
definition for a data flow and one or more tunneling actions to
be performed for the data flow. The data flow definition is
based on one or more protocol header fields of one or more
protocols. The one or more protocols include one or more
network layer protocols or one or more transport layer pro-
tocols. The one or more tunneling actions comprise at least
one of an encapsulation action or a decapsulation action. The
processor is configured to process a packet of the data flow
based on the control information. The apparatus may be a
forwarding element or a portion of a forwarding element.

In one embodiment, a method includes using a processor
for processing a packet of a data flow. The method includes
receiving control information from a control element. The
control information includes a data flow definition for the data
flow and one or more tunneling actions to be performed for
the data flow. The data flow definition is based on one or more
protocol header fields of one or more protocols. The one or
more protocols include one or more network layer protocols
or one or more transport layer protocols. The one or more
tunneling actions comprise at least one of an encapsulation
action or a decapsulation action. The method includes pro-
cessing a packet of the data flow based on the control infor-
mation.

BRIEF DESCRIPTION OF THE DRAWINGS

The teachings herein can be readily understood by consid-
ering the following detailed description in conjunction with
the accompanying drawings, in which:

FIG. 1 depicts an exemplary communication system con-
figured to support a software-defined overlay network;

FIG. 2 depicts exemplary tunneling between elements of
the exemplary communication system of FIG. 1;

FIG. 3 depicts exemplary tunneling between elements of
an exemplary communication system;

FIG. 4 depicts one embodiment of a method for use by a
control element to configure a forwarding element in a soft-
ware-defined overlay network;

FIG. 5 depicts one embodiment of a method for use by a
forwarding element to process a packet of a data flow in a
software-defined overlay network; and

FIG. 6 depicts a high-level block diagram of a computer
suitable for use in performing functions described herein.

To facilitate understanding, identical reference numerals
have been used, where possible, to designate identical ele-
ments that are common to the figures.

DETAILED DESCRIPTION OF EMBODIMENTS

In general, a software-defined network overlay capability
is depicted and described herein.

In at least some embodiments, the software-defined net-
work overlay capability is configured to apply software-de-
fined networking (SDN) to one or more overlay networks,
provided over a communication infrastructure, in order to
form one or more software-defined overlay network.

In at least some embodiments, a SDN is a type of network
in which the control plane is separated from the data plane and
flow-based forwarding of traffic is supported. In a SDN, the
data plane is implemented using one or more forwarding
elements (e.g., switches, routers, or the like) and the control
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plane is implemented using one or more control elements
(e.g., servers or the like) which are separate from the forward-
ing elements. The control element(s) assigns flow-based for-
warding rules to the forwarding element(s). The separation of
control plane functions and forwarding plane functions
enables use of control elements optimized for handling con-
trol plane functions (e.g., elements configured to be updated
to support new feature sets) and forwarding elements opti-
mized for handling data plane functions (e.g., hardware-
based elements configured to support high data throughput).
It will be appreciated that any scale limitations which may be
associated with SDN are expected to be obviated given that a
communication system using an overlay network typically
has less forwarding nodes than a communication system
without an overlay network.

In at least some embodiments, an overlay network is a type
of network that utilizes tunneling in order to support
enhanced features which may not be able to be provided (or
easily provided) by the underlying network infrastructure on
which the overlay network is provided. For example, an over-
lay network may be used to support service differentiation
(e.g., different quality-of-service handling of different traffic
flows or different types of traffic flows, application of difter-
ent policy or charging functions for different traffic flows or
different types of traffic flows, or the like, as well as various
combinations thereof), security functions, mobility func-
tions, virtual private networking (VPN), or the like. Many
types of overlay networks provide various other capabilities.
It will be appreciated that overlay networks may utilize tun-
neling, which may include use of encapsulation/decapsula-
tion actions, to provide such functions. In at least some
embodiments, overlay networks may be provided using one
or more protocols at the network layer, one or more protocols
at the transport layer, one or more protocols configured to
operate in conjunction with one or more network layer or
transport layer protocols, or the like. Examples of protocols
which may be used to provide an overlay network include the
Internet Protocol (IP) (e.g., IPv4, IPv6, IPv6 Extension Head-
ers, or the like), Generic Routing Encapsulation (GRE), the
General Packet Radio Service (GPRS) Tunneling Protocol
(GTP), the User Datagram Protocol (UDP), the Transmission
Control Protocol (TCP), the Stream Control Transmission
Protocol (SCTP), the Datagram Congestion Control Protocol
(DCCP), the Encapsulating Security Payload (ESP) protocol
of the IP Security (IPSec) protocol suite, the Authentication
Header (AH) protocol of the IPSec protocol suite, or the like.

In at least some embodiments, the software-defined net-
work overlay capability may be configured to control one or
more overlay networks using software-defined networking
(SDN) in which control functions and forwarding functions
are separated. In at least some embodiments, the software-
defined network overlay capability may be configured to ver-
tically move packets across network layers, e.g., into an over-
lay network (e.g., into a tunnel via encapsulation), out of an
overlay network (e.g., out of a tunnel via decapsulation), or
the like. In at least some embodiments, the software-defined
network overlay capability may be configured to move pack-
ets from native forwarding infrastructure into an overlay net-
work, between overlay networks (e.g., into a first overlay
network from a second overlay network without leaving the
second overlay network, out of a first overlay network and
into a second overlay network, out of a first overlay network
while remaining within a second overlay network, or the
like), from an overlay network onto native forwarding infra-
structure, or the like.

In at least some embodiments, the software-defined net-
work overlay capability enables at least one controller to
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program at least one forwarding element on the specific
encapsulation or decapsulation operations to be applied to a
certain flow. The controller can further tell the forwarding
element to apply different encapsulation or decapsulation
operations to each flow and thereby enforce network-wide
traffic management via flow-based tunneling with fine granu-
larity.

In at least one embodiment, the software-defined network
overlay capability enables at least one controller to select at
least one forwarding element from a set of forwarding ele-
ments for programming the specific encapsulation or decap-
sulation operations to be applied to a certain flow by the
selected forwarding element.

In at least some embodiments, the software-defined net-
work overlay capability is applied to encapsulation and
decapsulation operations on top of IP by enabling addition
and removal of headers carried below the outer IP header of
the packet. This permits tunnels to stretch across a large scale,
e.g., across a telecommunication service provider network,
across multiple telecommunication service provider net-
works, or even across the entire Internet.

It will be appreciated that, while the software-defined net-
work overlay capability may be applied to any communica-
tion system configured to support use of an overlay network
(s) defined over communication infrastructure, the software-
defined network overlay capability, for purposes of clarity in
describing various aspects of the software-defined network
overlay capability, is primarily depicted and described herein
within the context of a Long Term Evolution (LTE) Evolved
Packet Core (EPC) network configured to use the software-
defined network overlay capability.

FIG. 1 depicts an exemplary communication system con-
figured to support a software-defined overlay network.

The exemplary communication system 100 includes a
modified LTE EPC network, in which a typical LTE EPC
network has been modified to support a software-defined
overlay network.

The exemplary communication system 100 includes an
Evolved—Universal Mobile Telecommunications System
(UMTS) Terrestrial Radio Access Network (E-UTRAN) 110,
a Mobility Management Entity (MME) 120, a Home sub-
scriber Server (HSS) 130, a Policy and Charging Rules Func-
tion (PCRF) 140, a Control FElement (CE) 150 including a
Serving Gateway (SGW) Function 151 and a Packet Data
Network (PDN) Gateway (PGW) Function 152, a pair of
Forwarding Elements (FEs) 160, and 160, (collectively, FEs
160), and a communication network 170. The typical opera-
tion of E-UTRAN 110, MME 120, HSS 130, and PCRF 140
within an LTE EPC network will be understood by one skilled
in the art.

The exemplary communication system 100, as noted
above, is a modified LTE EPC network. It will be appreciated
that a typical LTE EPC network includes a Serving Gateway
(SGW) and a Packet Data Network (PDN) Gateway (PGW).
In exemplary communication system 100, the SGW is split
into a control-plane function (illustratively, SGW Function
151 of CE 150) and a user-plane function (illustratively, FE
160,, which is disposed between E-UTRAN 110 and FE
160,). Similarly, in exemplary communication system 100,
the PGW is split into a control-plane function (illustratively,
PGW Function 152 of CE 150) and a user-plane function
(illustratively, FE 160,, which is disposed between FE 160,
and communication network 170.

The exemplary communication system 100 includes vari-
ous interfaces supporting communications between elements
of exemplary communication system 100. The E-UTRAN
110 and the MME 120 are configured to communicate via an
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S1-MME interface. The MME 120 and the HSS 130 are
configured to communicate via an S6a interface. The MME
120 and the CE 150 are configured to communicate viaan S11
interface, and the PCRF 140 and the CE 150 are configured to
communicate via a Gx interface. The E-UTRAN 110 and the
FE 160, associated with SGW Function 150, are configured
to communicate via an S1-U interface, FE 160, associated
with SGW Function 150, and the FE 160, associated with
PGW Function 150, are configured to communicate via an
S5-U interface, and the FE 160, associated with PGW Func-
tion 150, and the communication network 170 are configured
to communicate via an SGi interface. In the exemplary com-
munication system 100 of FIG. 1, the CE 150 and the FEs 160
are configured to communicate via a modified OpenFlow
interface (denoted in FIG. 1 as xOF).

The CE 150 and FEs 160 may be configured to cooperate to
provide an SDN-based implementation of tunneling func-
tions typically provided by the SGW and PGW in an EPC
network.

The CE 150 and FEs 160 may be configured to cooperate to
provide tunneling for data flows of exemplary communica-
tion system 100.

The CE 150 and FEs 160 may be configured to cooperate to
provide for a given data flow, movement of the data flow with
respect to one or more overlay networks (or tunnels). For
example, the CE 150 may be configured to determine, for a
given data flow, whether the data flow is to be moved into a
tunnel (e.g., moved from native forwarding infrastructure into
an overlay network via encapsulation of the packets of the
data flow, moved from a first overlay network into a second
overlay network via encapsulation of the packets of the data
flow, or the like), between tunnels (e.g., removed from a first
overlay network via decapsulation of the packets of the data
flow and then moved into a second overlay network via
encapsulation of the packets of the data flow, or the like),
moved out of a tunnel (e.g., removed from an overlay network
via decapsulation of the packets of the data flow when the data
flow still remains within one or more other overlay networks,
moved from an overlay network to native forwarding infra-
structure via decapsulation of the packets of the data flow, or
the like), or the like, as well as various combinations thereof.

The CE 150 may be configured to control movement of the
data flow with respect to one or more overlay networks (or
tunnels) and the FEs 160 may be configured to perform move-
ment of the data flow with respect to one or more overlay
networks (or tunnels) under the control of the CE 150. The CE
150 may be configured, for a given data flow, to control
application of tunneling actions for the data flow in order to
control movement of the data flow with respect to one or more
overlay networks.

The CE 150 may be configured to receive information
associated with a given data flow. The information may
include any information suitable for use in triggering the CE
150 to instruct the FEs 160 to perform one or more tunneling
actions for the data flow. The information associated with the
data flow may include application-related information for one
or more applications. For example, in an SDN including three
layers as follows Application->network OS->forwarding
infrastructure, the FEs 160 may be implemented as part of the
forwarding infrastructure layer, the CE 150 may be imple-
mented as part of the network OS layer, and the application
may be implemented using an interface (e.g., an Operations,
Administration, and Maintenance (OAM) interface or any
other suitable type of interface) to the CE 150. In the exem-
plary communication system 100, for example, the applica-
tion could reside on MME 120 and instruct the CE 150 install
an Evolved Packet System (EPS) bearer (to support a data
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6

flow) on behalf of a subscriber associated with E-UTRAN
110. In this example, the application also may provide infor-
mation associated with the EPS bearer (or data flow) to the CE
150 (e.g., the tunnel endpoint identifier (TEID), subscriber IP
addresses, or the like). In this example, the CE 150 may
translate the information associated with the EPS bearer (or
data flow) into the corresponding data flow definition and
tunneling action(s) associated with the data flow definition.
As another example, it is noted that the CE 150 may be
integrated as part of MME 120, in which case the MME
120/CE 150 receives S1-MME messages through an applica-
tion interface and takes appropriate action based upon the
S1-MME messages (e.g., to install EPS bearers (to support
associated data flows) on behalf of subscribers associated
with E-UTRAN 110. The CE 150 may be configured to sup-
port one or more such interfaces for receiving information
associated with data flows.

The CE 150 may be configured, for a given data flow, to
identify the FE(s) 160 which are to perform tunneling actions
for packets of the data flow. This may include identification of
one or more tunnels associated with the data flow, which may
include tunnels to be created to support the data flow, existing
tunnels supporting the data flow, or the like, as well as various
combinations thereof. The identification of a tunnel may
include identification of nodes which are expected to function
as or which are currently functioning as endpoints of the
tunnel. The identification of a tunnel may be based on iden-
tification of the tunnel endpoints (e.g., FEs 160) for the tun-
nel. It will be appreciated that, within the context of an over-
lay network utilizing tunneling for transport of packets of the
data flow, the data flow may be transported via a single tunnel
or via a concatenation of two or more tunnels).

For example, when the data flow is transported via a single
tunnel, CE 150 may identify the two FEs 160 which are to
function as the tunnel endpoints of the tunnel for the data flow
(e.g., where the tunnel is not yet established) or currently
functioning as the tunnel endpoints of the tunnel for the data
flow (e.g., where the tunnel exists) and define respective sets
of control information for use by the two FEs 160 to perform
encapsulation or decapsulation functions for packets of the
data flow for the tunnel. In the exemplary communication
system of FIG. 1, for example, CE 150 may identify FE 160,
and FE 160, as the tunnel endpoints of a tunnel between the
PGW and the SGW.

For example, when the data flow is transported via multiple
tunnels, CE 150, for each of the multiple tunnels, may iden-
tify the two FEs 160 which are to function as the tunnel
endpoints of the respective tunnel for the data flow (e.g.,
where the tunnel is not yet established) or currently function-
ing as the tunnel endpoints of the tunnel for the data flow (e.g.,
where the tunnel exists) and define respective sets of control
information for use by the two FEs 160 to perform encapsu-
lation or decapsulation functions for packets of the data flow
of the respective tunnel. In the exemplary communication
system of FIG. 1, for example, CE 150 may identify FE 160,
and FE 160, as the tunnel endpoints of a first tunnel between
the PGW and the SGW and may identify FE 160, and another
FE within E-UTRAN 110 (omitted for purposes of clarity) as
the tunnel endpoints of a second tunnel between the SGW and
aneNodeB inthe E-UTRAN 110 (again, omitted for purposes
of clarity).

The CE 150 may be configured, for a given data flow, to
define control information for the data flow and to propagate
the control information toward one or more of the FEs 160 for
use by the one or more of the FEs 160 to perform one or more
tunneling actions for packets of the data flow based on the
control information of the data flow.
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The FE 160 may be configured, for a given data flow, to
apply one or more tunneling actions for the data flow in order
to perform movement of the data flow with respect to one or
more overlay networks.

The FE 160 may be configured, for a given data flow, to
receive control information for the data flow from the CE 150,
store the control information for the data flow, and use the
control information for the data flow to perform tunneling
actions for the data flow.

The FE 160 may be configured, for a given data flow, to
receive a packet, determine a data flow with which the packet
is associated, identify one or more tunneling actions associ-
ated with the data flow of the packet, and apply the one or
more tunneling actions to the packet of the data flow.

The FE 160 may be configured to determine the data flow
with which the packet is associated by using information from
the packet (e.g., one or more header field values of one or
more protocol header fields of the packet) to identify a match-
ing data flow definition within a set of data flow records
maintained at the FE 160 based on control information
received from CE 150. The FE 160 may be configured to
perform matching on one or more IP header fields, one or
more UDP header fields, one or more GTP header fields, or
the like, as well as various combinations thereof (as indicated
in the description of the types of header fields which may be
used to define a data flow).

The FE 160 may be configured to identify one or more
tunneling associated with the data flow of the packet based on
a data flow record having a data flow definition matching
information from the packet (e.g., where the data flow records
maintained at the FE 160 include a mapping of a data flow
definition for the data flow to one or more tunneling actions to
be performed for packets of the data flow).

The FE 160 may be configured to apply the one or more
tunneling actions to the packet of the data flow based on
processing of the one or more tunneling actions identified
from the data flow record associated with the data flow.

The control information includes a data flow definition for
the data flow and one or more tunneling actions to be per-
formed for the data flow. The control information may be
propagated from the CE 150 toward the FEs 160 using an
SDN-based control protocol. The control information may be
maintained by the FE 160 as a data flow record associated
with the data flow, where the data flow record includes a
mapping of the data flow definition to the one or more tun-
neling actions to be performed for the data flow.

The data flow definition for a data flow is configured foruse
by the FE 160 to identify packets of the data flow. The data
flow definition may be based on one or more of an IP header,
a UDP header, or a GTP header. The data flow definition may
be based on one or more protocol header fields (e.g., one or
more IP header fields, one or more UDP header fields, one or
more GTP header fields, or the like, as well as various com-
binations thereof). For example, the data flow definition may
bebased on a five-tuple of IP header fields including source IP
address, destination IP address, protocol type, source port
number, and destination port number. For example, the data
flow definition may be based on the source port number field
and the destination port number field of a UDP header. For
example, the data flow definition may be based on the tunnel
endpoint identifier (TEID) field of a GTP header. The data
flow definition may be based on any other suitable protocol
header field or combination of protocol header fields.

The one or more tunneling actions for a data flow may
include one or more encapsulation actions or one or more
decapsulation actions.
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The one or more encapsulation actions for a data flow may
be used to move packets of the data flow into a tunnel (e.g.,
from native forwarding infrastructure into a tunnel, from a
first tunnel into a second tunnel, or the like).

In atleast some embodiments, an encapsulation action may
include adding one or more protocol header fields of a pro-
tocol to packets of the data flow. In at least some embodi-
ments, an encapsulation action may include setting one or
more protocol header field values of one or more protocol
header fields. In atleast some embodiments, an encapsulation
action may include computing a packet checksum. In at least
some embodiments, an encapsulation action may include
addition of a sequence number field value to a sequence
number field (e.g., where the sequence number field value
may be determined based on a cached sequence number field
value added to a prior packet encapsulated on the same data
flow. The one or more encapsulation actions for a data flow
may include any other encapsulation actions suitable for use
in moving packets of the data flow into a tunnel.

In atleast some embodiments, an encapsulation action may
include or have associated therewith information indicative of
the type of encapsulation to be performed and information for
use in performing the encapsulation action. For example, an
encapsulation action may identify the protocol for which
encapsulation is to be performed, one or more protocol header
fields to be added to packets into order to encapsulate the
packets, one or more header field values to be set in one or
more protocol header fields to be added to packets into order
to encapsulate the packets, or the like, as well as various
combinations thereof. For example, an encapsulation action
also may specify that computation of a packet checksum is to
be performed. For example, an encapsulation action also may
specify that addition of the sequence number is to be per-
formed. In the exemplary communication system of FIG. 1,
for example, the one or more encapsulation actions may
specify use of one or more of IP-based encapsulation, UDP-
based encapsulation, GTP-based encapsulation, or the like.
For example, an IP-based encapsulation action that is com-
municated from the CE 150 to the FE 160 may include infor-
mation indicative that IP-based encapsulation is to be per-
formed and one or more IP header field values (e.g., one or
more of a length value, a DSCP value, an identification value,
a three-bit flags field value, a time-to-live (TTL) value, a
source IP address, a destination IP address, or other IP header
fields) to be used in the IP header that is added to the packet
of the data flow. For example, a UDP-based encapsulation
action that is communicated from the CE 150 to the FE 160
may include information indicative that UDP-based encap-
sulation is to be performed and one or more UDP header field
values (e.g., one or more of a length value, a source port
number, a destination port number, or other UDP header
fields) to be used in the UDP header that is added to the packet
of the data flow. For example, a GTP-based encapsulation
action that is communicated from the CE 150 to the FE 160
may include information indicative that GTP-based encapsu-
lation is to be performed and one or more GTP header field
values (e.g., one or more of a length value, a TEID, or other
GTP header fields) to be used in the GTP header that is added
to the packet of the data flow. For example, a GTP-based
encapsulation action that is communicated from the CE 150
to the FE 160 may include information indicative that the FE
160 is to derive a sequence number value from a cached
sequence number value applied by the FE 160 to a prior
packet encapsulated on the same flow. The one or more
decapsulation actions for a data flow may be used to move
packets of the data flow out of a tunnel (e.g., out of a tunnel
without moving the packets into another tunnel, out of a first



US 9,258,218 B2

9

tunnel and into a second tunnel, out of a tunnel onto native
forwarding infrastructure, or the like).

In at least some embodiments, a decapsulation action may
include removing one or more protocol header fields of a
protocol from packets of the data flow. In at least some
embodiments, a decapsulation action may include removing
one or more protocol header field values of one or more
protocol header fields. In at least some embodiments, a
decapsulation action may include verifying a packet check-
sum. In at least some embodiments, a decapsulation action
may include verification and caching of a sequence number
value of a sequence number field (e.g., where the verification
may be performed by comparing the sequence number value
to the cached sequence number value of a prior packet decap-
sulated on the same data flow). The one or more decapsulation
actions for a data flow may include any other decapsulation
actions suitable for use in moving packets of the data flow out
a tunnel.

In at least some embodiments, a decapsulation action may
include or have associated therewith information indicative of
the type of decapsulation to be performed and information for
use in performing the decapsulation action. For example, a
decapsulation action may identify the protocol for which
decapsulation is to be performed, one or more protocol header
fields to be removed from packets into order to decapsulate
the packets, or the like, as well as various combinations
thereof. For example, a decapsulation action also may specify
that verification of a packet checksum is to be performed. In
the exemplary communication system of FIG. 1, for example,
the one or more decapsulation actions may specify use of one
or more of IP-based decapsulation, UDP-based decapsula-
tion, GTP-based decapsulation, or the like. For example, a
GTP-based decapsulation action that is communicated from
the CE 150 to the FE 160 may include information indicative
that the FE 160 is to verify and cache a sequence number
value carried in a sequence number field of the GTP header
(e.g., where verification may be performed by comparing the
sequence number value to the cached sequence number value
of a prior packet decapsulated on the same flow).

As described herein, a combination of one or more encap-
sulation actions and one or more decapsulation actions may
be applied to packets of a data flow in order to move packets
of'the data flow between tunnels (e.g., applying one or more
decapsulation actions to the packets of the data flow to decap-
sulate the packets from a first tunnel and then applying one or
more encapsulation actions to packets of the data flow to
encapsulate the packets into a second tunnel). The one or
more tunneling actions for a data flow may include any other
actions which may be controlled by the CE 150 and applied
by one or more FE 160 to move packets of the data flow into
a tunnel, between tunnels, out of a tunnel, or the like.

The operation of CE 150 and FEs 160 may be better under-
stood by way of some examples.

For example, CE 150 and FEs 160 may be configured to
support tunneling of a downstream data flow in the direction
from the FE 160, toward the FE 160, . In this example, CE 150
(1) identifies FE 160, and FE 160, as being the tunnel end-
points of a tunnel for the downstream data flow, (2) deter-
mines encapsulation actions to be performed by FE 160, and
provides the encapsulation actions and the associated data
flow definition to the FE 160, for use in performing encapsu-
lation for packets of the data flow and (3) determines decap-
sulation actions to be performed by FE 160, and provides the
decapsulation actions and the associated data flow definition
to the FE 160, for use in performing decapsulation for encap-
sulated packets of the data flow that are received at FE 160,
from FE 160,. Additionally, in this example, (1) the FE 160,
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receives the data flow definition and encapsulation actions
from CE 150 and performs the encapsulation actions to
encapsulate packets of the data flow when receipt of packets
of the data flow is detected by FE 160, and (2) the FE 160,
receives the data flow definition and decapsulation actions
from CE 150 and performs the decapsulation actions to
decapsulate encapsulated packets of the data flow when
receipt of encapsulated packets of the data flow is detected by
FE 160,.

For example, CE 150 and FE 160, may be configured to
support transfer of an upstream data flow between a first
tunnel and a second tunnel at FE 160,. In this example, CE
150 (1) identifies FE 160, as having the tunnel endpoints of
for the first tunnel and the second tunnel used to transport the
data flow, (2) determines a data flow definition for the data
flow, (3) determines decapsulation actions to be performed by
FE 160, for removing packets of the data flow from the first
tunnel, (4) determines encapsulation actions to be performed
by FE 160, for moving packets of the data flow into the
second tunnel, and (5) provides the data flow definition and
the decapsulation and encapsulation actions to the FE 160,
for use by the FE 160, to move packets of the data flow
between the first and second tunnels. Additionally, in this
example, (1) the FE 160, receives the data flow definition and
the decapsulation and encapsulation actions from CE 150 and
(2) for each packet of the data flow, receives the packet from
the FE 160, via the first tunnel, performs the decapsulation
actions to decapsulate the packet from the first tunnel, per-
forms the encapsulation actions to encapsulate the packet into
the second tunnel, and transmits the packet upstream toward
the communication network 170 via the second tunnel.

The CE 150 and FEs 160 may be configured to communi-
cate via a control protocol. The control protocol may be any
type of protocol suitable for use in an SDN. For example, the
control protocol may be a control protocol that is based on the
OpenFlow protocol (e.g., using a processing representation of
the FE as defined by OpenFlow while also adapting the syntax
used by the OpenFlow protocol and adding one or more
OpenFlow messages or one or more OpenFlow message
information elements), a control protocol that is based on the
Forwarding and Control Element Separation (ForCES) pro-
tocol (e.g., using a processing representation of the FE as
defined by the ForCES protocol while also adapting the syn-
tax used by the ForCES protocol and adding one or more
ForCES protocol messages or one or more ForCES protocol
message information elements), a proprietary control proto-
col, orthe like. A description of an exemplary extension of the
OpenFlow protocol for the exemplary communication sys-
tem 100 of FIG. 1 follows.

In at least some embodiments, the FE 160 may be config-
ured to perform such functions by extending the OpenFlow
representation of the FE 160 to form an extended OpenFlow
protocol in which:

(1) OpenFlow Matching: In at least some embodiments,
the matching based on packet header fields is extended
to include matching based on UDP header fields or GTP
header fields.

(2) OpenFlow Actions for Encapsulation: In at least some
embodiments, new OpenFlow actions may be defined
for IP-encapsulation, UDP-encapsulation, and GTP-en-
capsulation. In at least some embodiments, a combined
IP-UDP-GTP-encapsulation action may be defined. It
will be appreciated that the [P-encapsulation, UDP-en-
capsulation, and IP-UDP-GTP-encapsulation actions
imply recomputation of the corresponding IP-header
and UDP-header checksums and the packet length value
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for the IP header. It also will be appreciated that the
protocol-value on the IP header may need to be set.

(3) OpenFlow Actions for Decapsulation: In at least some
embodiments, new OpenFlow actions may be defined
for IP-decapsulation, UDP-decapsulation, and GTP-de-
capsulation. In at least some embodiments, a combined
IP-UDP-GTP-decapsulation action may be defined. It
will be appreciated that the IP-decapsulation, UDP-de-
capsulation, and IP-UDP-GTP-decapsulation actions
imply verification of the corresponding IP-header and
UDP-header checksums, and that packets may need to
be discarded when verification fails.

In at least some embodiments, the OpenFlow protocol may
be extended in a manner for enabling the CE 150 to populate
the FE 160 (e.g., entries of one or more FE tables of the FE
160) with the new matching conditions and the new encap-
sulation/decapsulation actions. The OpenFlow protocol may
be extended with one or more new messages, one or more new
message information elements, or the like, as well as various
combinations thereof. An exemplary embodiment for exten-
sion of the OpenFlow protocol for the exemplary communi-
cation system 100 of FIG. 1 follows.

In at least some embodiments, for data flow matching
performed by the FE 160, the enumeration “oxm_oth_
match_fields” may be extended with the matching field
OFPXMT_OFB_GTPU_TEID, which represents the TEID
of the GTP header.

In at least some embodiments, for encapsulation actions
performed by the FE 160, the enumeration “ofp_action_type”
can be extended with the following actions types:

OFPAT_PUSH_IP4: pushing IPv4 header,

OFPAT_PUSH_IP6: pushing IPv6 header,

OFPAT_PUSH_UDP: pushing UDP header,

OFPAT_PUSH_GTP: pushing GTP header,

OFPAT_PUSH_IP4UDPGTP: pushing IPv4-, UPD- and
GTP header, and

OFPAT_PUSH_IP6UDPGTP: pushing IPv6-, UPD- and
GTP header.

In at least some embodiments, for decapsulation actions
performed by the FE 160, the enumeration “ofp_action_type”
can be extended with the following actions types:

OFPAT_POP_IP4: popping IPv4 header,

OFPAT_POP_IP6: popping IPv6 header,

OFPAT_POP_UDP: popping UDP header,

OFPAT_POP_GTP: popping GTP header,

OFPAT_POP_IP4AUDPGTP: poping IPv4-, UPD- and
GTP header, and

OFPAT_POP_IP6UDPGTP: poping IPv6-, UPD- and
GTP header.

In at least some embodiments, one or more encapsulation
action structures for one or more encapsulation actions may
include the field value(s) of the header to be pushed as fol-
lows.

For example, an IPv4 encapsulation action structure for
OFPAT_PUSH_IP4 may be defined as:

struct ofp_action_push_ip4 {
uintl6_t type; /* OFPAT _PUSH_IP4. */
uintl6_t len; /* Length. */
uint®_t dscp; /* DSCP value */
uintl6_t id; /* Identification value */
uint8_t flags; /* 3-bit flags field value */
uint8_t ttl; /* ttl value */
uint32_t ipsre; /* source IP address */
uint32_t ipdst; /* destination IP address */
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For example, a UDP encapsulation action structure for
OFPAT_PUSH_UDP may be defined as:

struct ofp_action_push_udp {
uintl6_t type; /* OFPAT_PUSH_UDP. */
uintl6_t len; /* Length. */
uint32_t portsre; /* source port number */
uint32_t portdst; /* destination port number */

b

For example, a GTP encapsulation action structure for
OFPAT_PUSH_GTP may be defined as:

struct ofp_action_push_gtp {
uintl6_t type; /* OFPAT_PUSH_GTP. */
uintl6_t len; /* Length. */
uint32_t TEID; /* tunnel endpoint identifier */

>

It will be appreciated that, although primarily depicted and
described above with respect to an embodiment of an
extended OpenFlow protocol using encapsulation action
structures having specific header field parameters, in at least
some embodiments the extended OpenFlow protocol may
utilize encapsulation action structures including fewer or
more (including different) header field parameters.

It will be appreciated that, although primarily depicted and
described above with respect to an embodiment of an
extended OpenFlow protocol using encapsulation action
structures arranged in a particular manner (e.g., using specific
action structure field names, arranged in specific orders, or
the like), in at least some embodiments the extended Open-
Flow protocol may utilize encapsulation action structures
arranged in any other suitable manner.

It will be appreciated that, although primarily depicted and
described above with respect to an embodiment of an
extended OpenFlow protocol in which the encapsulation
action structures include information for use in setting one or
more header fields of the packet header(s) used for encapsu-
lation, in at least some embodiments the extended OpenFlow
protocol may be configured such that one or more header field
setting action structures are defined for use in setting one or
more header fields of the protocol header(s) used for encap-
sulation (e.g., one or more action structures are defined and
used for setting one or more header fields of the protocol
header(s) used for encapsulation, rather than including the
header field setting actions as part of the encapsulation
actions).

The use of the data flow matching fields and encapsulation/
decapsulation actions for the exemplary OpenFlow-based
control protocol described above may be better understood
when considered within the context of the exemplary com-
munication system 100 of FIG. 1.

In at least some embodiments, for example, using the data
flow matching fields and network overlay actions of the
exemplary OpenFlow-based control protocol described
above, the processing by the PGW-U (FE 160,) and the
SGW-U (FE 160,) for downlink traffic on the PGW-U (FE
160,) may be performed as follows.

The Table 0: Entry includes the following functions to be
performed:

(1) Matching Fields: The matching fields include a five-
tuple including source IP address, destination IP
address, protocol type, source port number, and destina-
tion port number, and wild cards may be set to group
5-tuples that belong to the same EPS bearer.



US 9,258,218 B2

13

(2) GTP Header Action: The GTP header action is pushed
with a TEID field value which corresponds to the tunnel
end point at the SGW-U for the EPS bearer.

(3) Metadata Action: The metadata action is set where the
metadata value is set to the destination IP address of the
SGW-U.

(4) GoTo Table 1 Action.

The Table 1: Entry includes the following functions to be

performed:

(1) Matching Field: The Matching Field is equal to the
metadata value.

(2) UDP Header Action: The UDP header action is pushed
with the UDP source port value (e.g., 2152 or any other
appropriate value).

(3) IPv4 or IPv6 Header Action: The IPv4 or IPv6 header
action is pushed where the IP address is set to the meta-
data value (e.g., the IP address of the SGW-U) and the
source IP address is set to that of the output port used to
forward data to the destination address.

(4) Output Action: The output action specifying the corre-
sponding output port automatically pushes the local Eth-
ernet address.

In at least some embodiments, for example, using the data
flow matching fields and network overlay actions of the
exemplary OpenFlow-based control protocol described
above, the processing by the PGW-U (FE 160,) and the
SGW-U (FE 160,) for downlink traffic on the SGW-U (FE
160,) may be performed as follows.

The Table O: Entry includes the following functions to be
performed:

(1) Matching Fields: The matching fields include the GTP

TEID of the EPS bearer at the SGW-U.

(2) Metadata: The metadata is set to the TEID value of the
bearer endpoint at the eNodeB.

(3) GTP Header Action: The GTP Header Action is popped
with the TEID field value.

(4) UDP Header Action: The UDP Header Action is
popped.

(5) IP Header Action: The IP Header Action is popped.

(6) Metadata Action: The Metadata Action is set where the
metadata value is set to the destination IP address of the
eNodeB.

(7) GoTo Table 1 Action.

The Table 1: Entry includes the following functions to be

performed:

(1) Matching Field: The Matching Field is equal to the
metadata value.

(2) UDP Header Action: The UDP header action is pushed
with the UDP source port value (e.g., 2152 or any other
appropriate value).

(3) IPv4 or IPv6 Header Action: The IPv4 or IPv6 header
action is pushed where the IP address is set to the meta-
data value (e.g., the IP address of the eNodeB) and the
source IP address is set to that of the output port used to
forward data to the destination address.

(4) Output Action: The output action specifying the corre-
sponding output port automatically pushes the local Eth-
ernet address.

It will be appreciated that, since the FEs 160 may perform
the same or similar functionality, the anchors to which a UE
is attached (e.g., the SGW-U (FE 160,) and PGW-U (FE
160,)) may be placed and migrated freely within the exem-
plary communication network 100, thereby enabling flexible
and optimized routing, early breakout, integration of cache
servers (e.g., Content Delivery Network (CDN) functions)
closer to the UE, or the like, as well as various combinations
thereof.
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As described herein, embodiments of the software-defined
network overlay capability may be applied to support various
types of tunneling within an LTE EPC network. An exem-
plary use of the software-defined network overlay capability
to support UDP-based and GTP-based tunneling within the
context of exemplary communication network 100 is
depicted and described with respect to FIG. 2.

FIG. 2 depicts exemplary tunneling between elements of
the exemplary communication system of FIG. 1.

As depicted in FIG. 2, exemplary communication system
200 of FIG. 2 is an LTE EPC network. The exemplary com-
munication system 200 of FIG. 2 supports end-to-end com-
munication between a User Equipment (UE) 201 associated
with an eNodeB 211 of E-UTRAN 110 and a server 271 of
communication network 170, where communication between
E-TRAN 110 and communication network 170 is via FE 160,
(associated with an SGW) and FE 160, (associated with a
PGW). The arrangement of the elements of the exemplary
communication system 200 of FIG. 2 may be better under-
stood by way of reference to the exemplary communication
system 100 of FIG. 1.

As depicted in FIG. 2, communication between elements
of' exemplary communication system 200 is performed using
various communication protocols at various communication
layers. The elements of exemplary communication system
200 each support one or more protocol stacks, supporting
communication protocols for communication at various lay-
ers of the OSI model (e.g., physical layer, data link layer,
network layer, transport layer, and the like). The end-to-end
communication between server 271 and UE 211 is via a TCP
connection. The TCP connection is transported via an IP-
based connection between server 271 and FE 160, and an
IP-based connection between FE 160, and UE 201. The IP-
based connection between server 271 and FE 160, is trans-
ported via an L2 connection between server 271 and FE 160,.
The IP-based connection between FE 160, and UE 201 is
transported via various connections between FE 160, and FE
160, various connections between FE 160, and eNodeB 211,
and an L2 LTE connection between eNodeB 211 and UE 201.
The various connections between FE 160, and FE 160,
include a GTP-U (S5-U interface) connection, which is trans-
ported via a UDP connection, which is transported via an IP
connection, which is transported via an 1.2 connection. Simi-
larly, the various connections between FE 160, and eNodeB
211 include a GTP-U (S1-U interface) connection, which is
transported via a UDP connection, which is transported via an
IP connection, which is transported via an .2 connection. The
typical configuration of communication protocols within an
LTE EPC network will be understood by one skilled in the art
and, thus, further descriptions of the various connections
between the various elements are omitted. Additionally,
lower layer protocols/connections (e.g., physical layer) and
high layer protocols/connections (e.g., presentation layer,
application layer, or the like) also are omitted for purposes of
clarity.

As further depicted in FIG. 2, exemplary communication
system 200 is confi